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Executive Summary

Enterprise Al Governance

&WYN*HNFQ NSYJQQNLJSHJ &. M FDhisrwhitd pagendisilsiihe @Fidly avdlving Al
production at a pace that has outstripped traditional ethics and governance landscape into practical
governance structures. Today, boards and executive guidance for Global 1000 boards and C-suite
teams face accelerating decisions about Al tools leaders. It explains:

and frameworks that shape credit decisions, hiring, « How disciplined Al scale is enabled through

pricing, health outcomes, infrastructure reliability, governance foundations that make use
and public discourse. This expanding impact has cases repeatable, reusable, and defensible
been matched by rapidly intensifying stakeholder enterprise-wide

and reguidiney-expectation=; The enterprise governance pillars required to

Effective Al governance enables disciplined support repeatable, high-impact Al use cases

growth by establishing clear decision rights and The operational artifacts and controls that
repeatable controls that make Al use cases reusable enable trust, reuse, and accountability across
and scalable across the enterprise. Without it, the Al lifecycle

organizations accumulate hidden complexity, A scalable governance operating model aligned

including overlapping models, opaque logic, and to enterprise decision-making

unclear data rights, that undermines trust and can : o A4S
Near-term Al adoption priorities for establishing

turn localized failures into enterprise disruption. : "
a viable Al governance foundation

With regulatory developments evolving and

; ! g An executive readiness checklist to assess
fragmented geographically, leading enterprises must

whether governance is demaonstrably operational
GZNQI ZSN*JI NSYJWSFQ LT[JWSFSHJ KWFRJ\TWPX YMFY

enforce consistency while staying adaptable. Together, these elements form an operating
blueprint for governing Al at scale, enabling speed
NYMTZY XFHWN*HNSL HTSYWTQ

HTSXYWZHYX 9MJN WJ+JHY INXHNUQNSJX FQWIFI® TUJWFYNSL
accelerate deployment across markets, and provide

These governance foundations are not theoretical

at scale within P&C Global, embedded in day-to-
: s > defensible accountability under continuous board

day delivery and tested under continuous audit,

: ] : and regulatory scrutiny. For Global 1000 leadership,
regulatory scrutiny, and active board oversight. At

: - ; v the question is no longer whether governance

this level of operational maturity, one lesson is clear:

s : : 5 exists on paper, but whether it can be
Al governance is essential to accelerating enterprise

— i ; operationalized across the full Al lifecycle
growth, sustaining resilience, earning stakeholder
and demonstrated on demand.

YWZXY FSI RFNSYFNSNSL WILZQFYTWA”A HTS*IJSHJ

IMJI~
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The New Enterprise Al
Governance Imperative

EWYN*HNFQ NSYJQQNLJIJSHJ NX ST QTSLIJW FS JJUIJWNRJSYFQ YJHMSTQTL"
becoming an essential enterprise capability, reshaping how organizations make decisions, allocate

capital, manage risk, engage customers, and operate at scale. For boards and executive teams, the

central question is no longer whether Al will be adopted, but whether it will be deployed intentionally,

coherently, and under control.

For Global 1000 enterprises, effective Al governance is a key growth enabler. When decision rights,
documentation, and controls are standardized, Al use cases can be approved with less internal
friction, deployed across markets more quickly, and reused across business units rather than rebuilt
in isolation.

In practice, governance shortens approval cycles, accelerates cross-border scale, and improves

&. WIYZWS TS NS[IJXYRJSY 74. GN RFPNSL &. IJUQTARJIJSYX WIZXFGQJ FZI
across jurisdictions. P&C Global operates this governance model at scale within complex, multi-

jurisdictional enterprise environments—where these disciplines function as core operating

infrastructure—standardizing approvals, accelerating reuse, and maintaining audit-ready control as

Al scales across business units and jurisdictions.

As Al systems are embedded deeper into core business processes, from pricing and credit decisions
to workforce management and critical infrastructure, the quality of governance increasingly
determines the quality of outcomes. Organizations that fail to align Al systems with enterprise
objectives risk creating fragmented decision-making, hidden operational dependencies, and
unmanaged sources of harm. In this context, Al governance is not a compliance exercise; it is

the mechanism through which Al becomes a durable, value-generating capability rather than an
unmanaged liability.
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are made, how accountability is assigned, how risks are surfaced, and how systems evolve over

time. Without clear controls, documentation, and oversight, Al adoption accelerates complexity

faster than leadership’s ability to understand or direct it. With the right governance in place, Al

becomes a scalable, trustworthy extension of management itself.

Regulatory pressure reinforces this imperative. The EU Al Act adopted in 2024, translates long-

standing ethical principles into enforceable requirements for high-risk Al systems such as

credit scoring, recruitment, and healthcare. It mandates transparency, robustness, data quality

HTSYWTQX FSI MZRFS T[JWXNLMY \NYM XNLSN*HFSY UJSFQYNJX KTW STS
is visible globally, from China’s state-led Al standardization efforts to the OECD’s Hiroshima Al

Process framework for advanced Al systems. Meanwhile, the Paris Al Action Summit in February

2025 highlighted global divergence when the U.S. and UK opted outof signing an “inclusive and

sustainable Al” declaration endorsed by 60+ countries. This underscores a critical reality: global
enterprises cannot govern Al effectively by reacting to regulations one jurisdiction at a time.

A more detailed view of these and other regulatory developments, including timelines, scope, and
enforcement considerations, is provided in the Appendix for reference.

This regulatory fragmentation is another reason why a purely compliance-driven approach is both

NSXZK*HNJSY FSI ZSXZXYFNSFGQJ .SXYJFI QJFINSL TWLFSN_FYNTSX FWJ
governance frameworks that translate strategic objectives, risk tolerance, and ethical commitments

NSYT HTSXNXYJSY JSYIJWUWNXJ \NIJ & HTSYWTQX_HFUFGQJ TK XFYNXKA”N
foremost to support performance, resilience, and trust.
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Al governance and ethics are integral to an enterprise’s ability to design, deploy, and scale its
own Al use cases effectively. As organizations move from experimentation to enterprise-wide
adoption, governance determines whether Al delivers sustained value or introduces unmanaged
risk. As enterprises plan for Al at scale, boards and regulators now expect leadership to provide
clear, defensible answers to fundamental questions about how Al is actually operating within the
organization:

* Where Al is operating across the enterprise —including shadow use, autonomous decision points,
and third-party or vendor models that impact customers, employees, or markets.

« What risks each system generates —across fairness, safety, security, privacy, explainability,
operational integrity, and societal impact.

* How these risks are governed, monitored, and mitigated —with documented controls, auditability,
reproducibility, human oversight, and cross-functional review.

* Whether governance is enforceable, consistent, and accountable —not just designed on paper, but
IJRTSXYWFGQMN JRGJIIIJI NSYT \TWP+T\X [IJHNXNTS WNLMYX FSI QNKJH~”H!

« How quickly the enterprise can detect, investigate, and remediate harm —a growing point of
scrutiny for shareholders, insurers, and regulators.

Boards increasingly view Al governance as a proxy for organizational maturity, asking not only
whether systems are compliant, but whether leadership can continually demonstrate operational
control, harm detection, and rapid response across the Al lifecycle.
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From Principles to Practice

Foundations of Enterprise
Al Governance

The governance pillars that follow are value-enabling operating disciplines that determine whether
Al can be scaled reliably across business lines, reused across markets, and trusted in material
[ JHNXNTSX <MJS JRGJIIJI NSYT TUIWFYNSL \TWP+T\X YMJ™N WJIZHJ WJI\TW

improve decision quality, and strengthen enterprise resilience as Al adoption scales.

pandcglobal.com Al Governance Foundations for Scalability 6
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Pillar 1

Data Provenance in Enterprise Al Governance

Trustworthy Al begins with trustworthy data. For
global enterprises, data provenance is a hon-
negotiable foundation of responsible Al governance.
Organizations must be able to demonstrate—through
evidence, documentation, and audit trails—that all
data used to train, validate, and operate Al systems
originates from lawful, policy-compliant sources, and
that they possess clear rights to collect, use, retain,
and transform that data.

A robust provenance framework is now essential not
only for compliance but for operational continuity,
enabling organizations to trace model behavior back
to its data foundations and rapidly diagnose failures,
drift, or regulatory challenges.

An enterprise-grade provenance framework requires
the following imperatives:

Comprehensive Source Registry

Every dataset is catalogued with immutable
metadata capturing its origin, acquisition method,
legal basis for processing, geographic scope,

License and Consent Enforcement

Automated policy gates block datasets from entering
YWFNSNSL *SJ YZSNSL NSKJWJSHJ TW
if licensing terms, contractual rights, or individual

consents do not explicitly authorize the intended use.

Sensitive Data Controls

Prohibited data categories are explicitly blocked,
5JWXTSFQQ”™ .IJSYN*FGQJ .SKTWRFYNTE
FSI )FYF 1TXX 5WJ[JSYNTS )15 HTSYW"~
by default, and synthetic data or differential-privacy

techniques are employed when business needs exist

GZY UWTHJIXXNSL WF\ IFYF NX ZSOZXYN

Data Minimization & Time-To-Live (TTL)

8AXYJIRX IJKFZQY YT YMJ XRFQQJIXY XZ¥F
scope, apply strict TTL policies, and enforce

automated expiration, tombstoning, or cryptographic

erasure to prevent unnecessary

long-term retention.

Enterprises that elevate provenance to a core
governance capability gain the ability to scale Al

XISXNYN[NY* HQFXXN*HFYNTS FSI WYWISHYST WHINVZNWRBISNSL UWT[ISFS

Persistent Usage Labeling
7T\ *JQI
across the entire lifecycle—ensuring traceability
through ingestion, feature engineering, model
training, evaluation, deployment, and

downstream consumption.

pandcglobal.com

data architecture, operating models, and decision
+T\X TWLFSN FYNTSX RFENSYFNS +

FSI ITHZRJSY QJ[JQ YFLX KT A(PT\ YMJ IFYF"

between Al outcomes and underlying data rights,

risks, and responsibilities.

Executive outcome

For executive leadership, this enables

accelerated deployments, faster regulatory

WIXUTSXJ FSI HTS*IJSHJ YMFY &. XHI
not be undermined by licensing, consent, or

provenance failures.

Al Governance Foundations for Scalability 7
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Pillar 2

Model Explainability &
Al Transparency

Al systems must not only perform, but must also

be understandable, reviewable, and defensible to all
stakeholders involved in their lifecycle. Interpretability

is therefore not an afterthought but a design principle,
ensuring that business leaders, developers, auditors, and
risk management teams can each comprehend model
behavior at the level appropriate to their roles. Effective
interpretability frameworks support governance,
operational trust, and regulatory compliance.

Executives and regulators increasingly regard

explainability as a minimum viable requirement for
deployment, particularly in domains associated with
MZRFS NRUFHY *SFSHNFQ IJHNXNTSX
operations.

A mature explainability-by-design approach incorporates
the following standards:

Choiceful Transparency

Favor inherently interpretable model families when
accuracy and performance allow. When black-box
models are necessary, organizations must document
the trade-off analysis, including why the model was
selected, the risks of reduced interpretability, and the
compensating controls that mitigate those risks.

Multi-Layer Explanations
Interpretability must operate at both the system level
and the prediction level:

» Global explanations: feature-importance analyses,
YWENSNSL IFYF INXYWNGZYNTS UWT
model behavior summaries

 Local explanations: per-prediction rationale
ZXNSL 8MFUQJ”™ &IINYN[J *JUQFSFYN
attributions, counterfactual reasoning, or similar-case
retrieval mechanisms to help users understand why a
RTIJQ RFIJ F XUJHN*H IJHNXNTS

P&C GLOBAL®
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Governed Prompting for Large Language Models

(LLMs)

For generative and foundation models, prompts

constitute part of the system’s control surface.

Organizations should version-control prompt

templates, system messages, and tool-use
HTS*LZWFYNTSX JSXZWNSL WJUWTIZ
auditability. Each deployment must include a behavior

card outlining intended use, operational guardrails,

known failure modes, and prohibited applications.

Safety Rails and Abuse Mitigation

Implement layered protections to mitigate toxicity,

privacy leakage, prompt injection, jailbreak attempts,

FSI TYMJIJW RTIJQ JJUQTNYFYNTS [JHY
must operate with measurable block/allow thresholds,

and high-risk interactions must include mandatory

-ZRFS NS YMJ 1TTU -.91 T[IJWXNLMY

Fairness and Equity Diagnostics

Apply demographic-parity, equal-opportunity, or
alternative fairness metrics where legally permissible
and operationally relevant. When protected attributes
are unavailable due to regulatory constraints,
organizations must document the scope limitations
and apply proxy or structure-aware methods

to monitor disparate impact. Structured risk
assessments should classify Al systems by impact,
sensitivity, and regulatory exposure.

Explainability, combined with fairness diagnostics,
has become central to challenge testing, audit
preparation, and board-level reporting, enabling
enterprises to validate that models behave as
intended under varying conditions.

Executive outcome
+TW J]JIJHZYN[J QIJFIJWXMNU YMNX J
use of Al in high-impact decisions, accelerated
adoption, and defensible explanations under
board, customer, investor, or regulatory scrutiny.

P&G GLOBAL®
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Pillar 3
Auditability for Al Governance

Auditability is a cornerstone of responsible Al
governance. Organizations must be able to
independently verify model behavior, trace decisions,
and reconstruct system states quickly and reliably.
Effective auditability strengthens regulatory
compliance, accelerates incident response, and
reinforces trust across stakeholders, from internal
audit to external regulators.

A robust auditability framework incorporates the
following capabilities:

Immutable Event Trails
Maintain cryptographically signed logs that capture
every critical action across the Al lifecycle, including

data ingestion, feature generation, training runs,
model approvals, inference calls, and human
overrides. These logs ensure tamper resistance, Incident Response Playbooks

traceability, and evidentiary quality. Maintain standardized playbooks detailing severity
HQFXXN*HFYNTSX 8*; QJ[JQX WTQQGF

8YWZHYZWJI &UUWT[FQ <TWP+T\X o ) )
communication protocols, user-facing disclosure

Enforce “four-eyes” review for training, deployment,

FSI RFOTW HTS*LZWFYNTS HMFEsLJ X PRSCHOPRPRI{PY and corrective-action

. . . . ) tracking. These playbooks ensure consistency,
determines required review depth, sign-off authority, 9 pay - o y
o _ speed, and accountability during incidents.
and post-deployment monitoring intensity.

- Auditability is rapidly becoming one of the most
Full Reproducibility o y picly g )
. . . scrutinized components of enterprise Al programs,
Support one-click model reconstruction using _ _ . . -
. . . with regulators increasingly expecting organizations
pinned data snapshots, code commits, environment

. to demonstrate that they can recreate past model
hashes, and hyperparameter sets. Reproducibility

. . decisions and validate control effectiveness on
enables auditors and governance teams to validate

outcomes, investigate anomalies, and verify demand.

compliance with development standards.

Shadow Deployment & Canary Testing Executive outcome

Roll out high-risk or high-impact changes behind For executive leadership, this enables
KIJFYZWJ +FLX JSFGQNSL RTIJQX Y board-level assurance that Al remains under
or canary modes before going fully live. Real-time continuous operational control, faster incident
monitoring detects drift, instability, and unintended containment, and audit-ready reconstruction
harms early, allowing teams to intervene before on demand.

issues escalate.

P&C Eh=ERE
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Operational Artifacts

Enforcing
Governance
Across the
Al Lifecycle

To operationalize Al governance at enterprise

scale, it must be anchored in concrete,
inspectable artifacts that persist across the full
Al lifecycle. The following artifacts translate

the three provenance pillars into enforceable
controls that support auditability, accountability,
and operational resilience.

\(

~
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Pillar 1
Data Provenance & Rights Integrity

Objective
Establish incontrovertible evidence of data origin, ownership, and permitted use.

Core Operational Artifacts

« JEYF 8TZWHJ )TXXNJW )8)
A canonical record for every dataset used in Al and analytics, documenting origin, acquisition
RIYMTI QJLFQ GFXNX KTW UWTHJIXXNSL OZWNXINHYNTSFQ HTSXYWFENSY
requirements, and approved use cases.

e *SI YT *SI INSJFLJ WFUM 2FHMNSJ 7JFIFGQJ
A continuously updated lineage map tracing data from source ingestion through transformation,
feature engineering, model training, and downstream consumption—enabling precise root-cause
analysis and regulatory traceability.

e 7TNLMYX 7IXYWNHYNTSX 1JILIJW 771
A system-enforced ledger capturing licensing terms, consent scope, contractual obligations,
FSI UWTMNGNYJI ZXJX INWJIHYQ” NSYJLWFYJI NSYT IFYF UNUJQNSJX FSI
unauthorized use by default.

P&C £E=ER
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Pillar 2
Model Transparency & Responsible Use

Objective
Ensure models are interpretable, bounded, and deployed only within approved decision contexts.

Core Operational Artifacts

* Model Cards
Standardized documentation for each model and version, including intended purpose, training
data summary, performance characteristics, decision boundaries, and explicit do / do-not-use

scenarios.

e *JUQFSFYNTS 5FHP ,QTGFQ 1THFQ
A structured set of interpretability artifacts combining global model behavior explanations with
local, instance-level exemplars to support risk review, regulatory inquiry, and business validation.

e +tFNWSJXX &XXJIXXRJISY 7JUTWY +&7
A formal evaluation of bias and disparate impact across protected and relevant cohorts, including
RIYMTITQTL”A *SINSLX RNYNLFYNTSX FSI JJJHZYN[J XNLS TKK UWNTW YT

EWSEAY pandcglobal.com Al Governance Foundations for Scalability 13
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Pillar 3
Continuous Oversight, Auditability, & Incident Readinesss

Objective
Maintain ongoing control, detect issues early, and respond decisively when failures occur.

Core Operational Artifacts

* &ZINY 'ZSIQJ &ZYT (TRUNQJI UJW 2TIJQ FSI ;JWXNTS
A regulator-ready package automatically generated for each deployment, aggregating provenance
records, model documentation, approvals, test results, and change history.

¢ Monitoring Dashboard
Real-time visibility into model performance, data drift, bias indicators, and safety or policy
violations, with alerting and escalation thresholds embedded into operations.

¢« 8"XYJRNH *[JSY FSI (TSYWTQ 8*( 5TXY 2TWYJR 7JUTWY
A structured incident report produced following material model failures or risk events,
documenting root cause, data and model lineage, business impact, corrective actions, and
preventative controls to avoid recurrence.

Together, these artifacts convert Al governance from policy intent into operational fact. They provide
the evidence trail operators need, control risk teams require, and regulators expect to deploy Al at
speed while maintaining trust, accountability, and defensibility at scale.

Within complex, multi-jurisdictional enterprise environments operated by P&C Global, these artifacts
are generated, versioned, and reviewed as part of routine Al delivery, enabling faster deployment and
safer reuse at scale while ensuring regulator-ready evidence.

pandcglobal.com Al Governance Foundations for Scalability 14
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Building a Scalable Enterprise
Al Governance Operating Model

Robust Al governance depends not only on principles and controls, but on a clear operating structure

YMFY 1J*SJX \MT NX WIJXUTSXNGQJ \MT NSIJUJSIJSYQN HMFQQJSLJX FSI \I
designed governance model ensures accountability, prevents concentration of authority, and provides

the rigor required for critical Al deployments across global enterprises.

As Al systems scale across jurisdictions, business units, and technology stacks, operating models

must evolve from informal oversight to formalized, evidence-based structures capable of rapid

enterprise growth and sustaining regulatory scrutiny. In practice, this operating discipline is realized

YMWTZLM F XRFQQ SZRGIJW TK HQJFWQ™ 1J*SJI LT[JWSFSHJ XYWZHYZWJX Y
HMFQQJSLJ FSI [JWN*HFYNTS FHWTXX YMJ &. QNKJH”HQJ

While many organizations describe this level of governance maturity as an aspiration, far fewer

MF[J NRUQJRJISYJI NY JSI YT JSI FY JSYJWUWNXJ XHFQJ 5 ( ,QTGFQcX INK
LT[IJWSFSHJ KWFRJ\TWPX GZY NS TUJWFYNSL YMJR JRGJIINSL LT[JWSFSH
release processes, and decision rights so it functions as durable operating infrastructure rather than

policy guidance. The distinction is operational: these controls are executed as part of routine delivery

and oversight, not described as an abstract target state.

pandcglobal.com Al Governance Foundations for Scalability 15
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Three Lines of Defense

A proven organizational framework that assigns
distinct responsibilities across teams:

First Line
Product & Data Science

Own day-to-day model development, documentation,
testing artifacts, and operational controls.

Second Line

Al Risk & Compliance

Independently assess, challenge, and validate
model risks, fairness considerations, documentation
completeness, and regulatory compliance.

Third Line
Internal Audit

Ethics Review Board (ERB)

A cross-functional body—risk, legal, compliance,
security, product, HR, and domain experts—with
formal quorum rules and decision authority.

ERB review is mandatory for high-risk use
cases, including:

* Employment and hiring

* Credit and lending

* Insurance eligibility or underwriting
« Safety-critical systems

¢ Child-focused applications

¢ Biometric and identity systems

« Healthcare and healthcare-adjacent models

(TSIZHY JSI YT JSI [JWN*HFYNTS TKhé HRB pid\HdeslarSifidt&ddvEnue for ethical

of governance processes, lifecycle controls, and
adherence to policies.

The Three Lines of Defense model ensures oversight
is distributed, challenge mechanisms are formalized,
and no single function exerts disproportionate

re
NS+ZJSHJ T[JW MNLM NRUFHY X"AXYJ

evaluation, challenge, escalation, and approval.
Modern ERBs increasingly incorporate external
perspectives such as civil-society insights, domain-
specialist advisors, or third-party auditors, to
strengthen credibility and anticipate public or
%ulfltory concerns.

andcglobal.com
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Risk Tiering Framework for Enterprise Al Systems

& . XAXYJIRX FWJ HQFXXN*JI NSYT 1T\ 2JINZR -NLM TW (WNYNHFQ WNXP YI
corresponding set of governance obligations. Higher-risk categories require progressively more
rigorous controls, including:

Gating
)J*SJI FUUWTI[FQ UFYM\FAX FSI JXHFQFYNTS YMWIJIXMTQIX GIJKTWJ IJ[JQTUF
updates can proceed.

Documentation Depth
Increased granularity of required artefacts—ranging from basic model cards to full technical
dossiers, fairness assessments, and hazard analyses.

Monitoring Cadence

Tier-based expectations for post-deployment oversight, from standard performance checks to

HTSYNSZTZX WJFQ YNRJ RTSNYTWNSL \NYM RFSIFYJI -ZRFS NS YMJ 1TTU
systems.

To navigate global regulatory fragmentation, leading enterprises increasingly map internal risk tiers
directly to external regimes such as “high-risk” under the EU Al Act or “safety-critical” under sectoral
8 WZQJX HWJIFYNSL F ZSN*JI LT[JWSFSHJ RTIJQ YMFY XHFQJX NSYJWSF)

P& C fENsERE
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Change-Management Governance for Enterprise Al Systems

&SN RFYJWNFQ RTIJQ HMFSLJ NSHQZINSL RTIN*HFYNTSX YT IFYF NSUZYX
triggers mandatory re-review. Embedding Al governance within enterprise change-management

UWTHJIXXJIX UWJ[JSYX ZSFUUWTI[JI ZUIFYJX ZSITHZRJSYJI HTS*LZWFYNTS
model drift—issues that regulators increasingly treat as indicators of weak internal control. This

governance model not only ensures operational discipline; it creates an auditable, defensible

structure that scales across regions, anticipates regulatory scrutiny, and embeds trust into every

stage of the Al lifecycle.

These pillars translate directly into enterprise controls: ethical risk assessments, data-quality

validation, documentation standards, HITL processes, drift monitoring, and compliance-ready

audit artifacts. Together, these governance pillars form the backbone of operational Al assurance.

Leading organizations treat these pillars not as theoretical ideals but as core operating

WIVZNWJIRJSYX HWJIFYNSL F ZSN*JI LT[JWSFSHJ KFGWNH YMFY NX GTYM T
defensible.

A scalable operating model transforms Al governance from a compliance function into a core

enabler of responsible innovation, providing enterprises with the structure needed to deploy high-
NRUFHY XAXYJRX HTS*IJSYQM FSI HTSXNXYJSYQ”A FHWTXX RFWPJYX

P&G GLOBAL®
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Strategic Enterprise Al
Adoption Priorities for the
Next 12 Months

Global 1000 enterprises accelerating Al deployment can strengthen governance maturity by focusing
on a concentrated set of near-term priorities. These actions establish the minimum viable foundation
for trustworthy, compliant, and auditable Al at scale:

Establish Visibility and Close Structural Gaps and
Risk Posture Harden Controls
e Complete an enterprise-wide inventory of Al » Resolve licensing, consent, and data rights
models, datasets, prompts, and decision points, LFUX NIJSYN*JI YMWTZLM FWYNKFHY GtF

including vendor-embedded and shadow Al. ] )
» Enable reproducible model builds and

¢« &XXNLS WNXP YNIJWX QT\ RJINZRvengidhedieledsasNoysipddttQuditability
based on regulatory exposure, model autonomy, and incident response.

and potential harm. .
« Activate shadow or canary deployments to

» Stand up core registries for datasets, models, and validate changes prior to full production rollout.
prompts to create a single system of record.

Validate Readiness and
'"FHP*QQ ,T[JWSFSHJ &WY N K Fist¥uHonalize Oversight

for High-Risk Al Systems _ _
¢ Conduct independent audit dry-runs on two

« Generate baseline governance artifacts for YT YMWJJ +FLXMNU RTIJQX YT [FQNIFY.
priority models, including Model Cards and controls, documentation, and monitoring.

JFYF 8TZWHJ )TXXNJWX )8)X ) )
» Establish a formal ERB cadence with clear

« Implement explainability and monitoring decision rights and escalation paths.
for performance, drift, and fairness on ) ) ] )
« Standardize executive reporting on Al risk

high-impact systems. o o
posture, incidents, and remediation progress.

This implementation baseline enables enterprises to demonstrate tangible governance maturity:
full visibility into Al systems, risk-tiered controls, audit-ready artifacts, and a sustainable oversight
model. The result is scalable Al deployment grounded in accountability, resilience, and trust.

pandcglobal.com Al Governance Foundations for Scalability 19


https://www.pandcglobal.com/

Executive Readiness Checklist

Demonstrating Enterprise
Al Control

As Al becomes embedded in core enterprise decision-making, boards increasingly require clear,
binary evidence that governance is not theoretical, but operational. The following checklist provides
executives with a concise test of whether Al governance controls are functioning as intended.

&S JSYIJWUWNXJ XMTZQI GJ FGQJ YT HTS*WR JFHM TK YMJ KTQQT\NSL

a&QQ YWFNSNSL FSI NSKJWJSHJ IFYF NX UWT[JSFSHJ [JWN*JI \NYM JSKT!
lineage, and automated controls preventing unauthorized use.

a*[JWA RFYJWNFQ &. IWN[JS IJHNXNTS HFS GJ JJUQFNSJI \NYM WJIJYWNJ[F
explanations suitable for executive review, audit inquiry, or regulatory examination.

aThe currently active production model is fully reproducible, including data snapshots, code,
HTS*LZWFYNTS FSI JS[NWTSRJSY JSFGQNSL NSIJUJSIJSY WIJHTSXYWZH"

aReal-time monitoring is in place across the Al lifecycle, covering performance, data drift, safety,
FSI KFENWSJXX \NYM 1J*SJI FQIWY YMWIXMTQIX FSI ITHZRJSYJI WJIXUTS?

4&S NSIJUJSIJISY WI[NJ\JW HFS WIJHWJFYJ *SINSLX KWTR YMJ &ZINY 'ZSIQ
documentation, approvals, and outcomes, within a single working session.

Organizations that cannot consistently meet these criteria may have governance frameworks on

paper but lack demonstrable operational control. In practice, this exposes leadership to unmanaged

risk, delayed response in the event of failure, and limited credibility under scrutiny. Those that can

meet these standards demonstrate a more advanced level of enterprise Al governance maturity:

YMJ FGNQNY” YT XHF@IXUTSISYTISBEAINIISYX IJHNXN[IQN XFYNXK~™ WJILZQF

maintain trust with customers, employees, and shareholders.
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P&C GLOBAL®

Conclusion

Governing Enterprise Al with
(TS*IJSHJ FSI 8YWFYJLI

Al now sits at the center of economic competitiveness, regulatory scrutiny, and public trust. For
Global 1000 enterprises, the challenge is not merely pursuing Al, but ratherdeploying Al rigorously,

responsibly, transparently, and at scale. Al governance is no longer optional. It is an operating

mandate and a competitive necessity.
Enterprises that excel in Al governance will:
 Innovate faster because their guardrails enable, not constrain, responsible experimentation

* Reduce operational uncertainty by grounding Al in documented, testable, auditable controls

Earn stakeholder trust through fairness, transparency, and demonstrable accountability

BFINLFYJ LQTGFQ WJILZQFYTW” HTRUQJINYA A\NYM HTS*IJSHJ WFYMJW YMF

Protect brand equity and reduce the risk of catastrophic failures

Ultimately, Al governance determines whether Al becomes a fragmented set of tools or a coherent,
enterprise-grade capability. Organizations that treat governance as operational infrastructure gain
the ability to scale use cases predictably, respond to failures decisively, and reuse Al assets across
markets and business lines.

&X &. LT[IWSFSHJ GJHTRJX F IJ*SNSL YJXY TK JSYJWUWNXJ RFYZWNY" TW
distinguish themselves not by their Al ambitions, but by their ability to exert effective control. This is
where governance ceases to be a safeguard—and becomes a strategic advantage.
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Appendix

Emerging Global Al
Standards and Initiatives

Despite differences across jurisdictions, global standards increasingly align around transparency,
fairness, human oversight, data governance, and accountability.

EU Al Act: Binding, Risk-Based Obligations

9MJ *: &. &HY WJUWJIXJISYX YMJ \TWQIcX *WXY HTRUWJIMJISXN[J WILZQFYTW
intelligence, transforming high-level ethical principles into enforceable legal requirements.

It establishes a structured, risk-based approach to governing how Al systems are designed,

deployed, and monitored across the European Union. Key provisions include:

e +TZW YNIW WNXP HQFXXN*HFYNTS RNSNRFQ m ZSFHHJUYFGQJ

« Obligations for high-risk systems, including human oversight, record-keeping, data quality
controls, and technical documentation

« Extraterritorial scope affecting any organization whose Al impacts EU residents
 Tiered penalties:

» Up to €40 million or 7% of worldwide annual
turnover for prohibited practices

» Up to €20 million or 4% of worldwide turnover
for non-compliance with data governance

» Up to €10 million or 2% of worldwide turnover
for non-compliance with any other
requirements or obligations

Given its breadth, enforcement mechanisms,
and global reach, the EU Al Act is poised to
shape regulatory approaches both in and outside
Europe. As with GDPR, it is expected to become
F1J*SNSL GJSHMRFWP UWTRUYNS
enterprises, and even non-EU regulators, to align |

their Al governance models with its principles
and requirements.
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OECD Al Principles: Global Normative Foundation

The OECD Al Principles adopted in 2019 and updated in May 2024, promote value-based
principles such as inclusive growth, human-centered values, transparency, robustness,

and accountability as well as recommendations for policymakers. These principles
underpin national Al strategies across the EU, U.S., Canada, Japan, and others.

NIST Al Risk Management Framework (RMF): Operational Blueprint

Released in January 2023 and developed in collaboration with the private and public
sectors, the NIST Al RMFprovides a structured approach to Al risk management. The
framework equips organizations to identify, assess, prioritize, and mitigate Al risks
across the entire system lifecycle, while embedding accountability and transparency into
day-to-day operations. The NIST Al RMF centers on four core, interconnected functions:

* GOVERNPolicies, processes, procedures, and practices related to the mapping,
RIFXZWNSL FSI RFSFLNSL TK &. WNXPX FWJ HQJFWQ”" 1J*SJl YWFSXUFW/

e MAP: (TSYJ]Y FSI WNXPX WIJQFYJI YT HTSYJ]Y FWJ NIJSYN*JI
* MEASURE: 2JYMTIX FSI RIYWNHX FWJ NIJSYN*JI FSI FUUQNJI

« MANAGE: Al risks based on assessments and other analytical output from Map and
Measure functions are prioritized, addressed, and monitored.

Organizations increasingly use the Al RMF to align cross-functional teams, strengthen
internal risk registers, support model documentation, and provide structured reporting to
executive leadership and boards.
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.84 . *( (JWYN*FGQJ *SYIJWUWNXJ &. ,T[JWSFSHJ 8~XYJ

To help organizations address the challenges related to ethics, transparency, and bias, the 1ISO and IEC

jointly published ISO/IEC 42001:2023 YMJ \TWQIlcX *WXY HIWYN*FGQJ &. RFSFLJRJSY X*;
Released in late 2023, the standard provides a structured approach for developing, using, and

monitoring Al systems responsibly.

The standard is built around a “Plan-Do-Check-Act” approach, guiding organizations to establish,
implement, maintain, and continually improve an Al management regardless of an organization's
size, type, and nature. It offers a comprehensive framework for managing the risks and opportunities
while supporting the responsible use of Al while supporting its safe and responsible use. Key areas
addressed by the standard include:

« Governance of Al model development » Data quality and bias mitigation
» Risk and impact assessments for Al use cases » Monitoring and post-deployment control

« Al system transparency, explainability, and fairness ¢ Compliance with Al-related laws and regulations

ISO/IEC 42001:2023 aligns closely with existing ISO management system frameworks such as 1ISO/
2 \MNHM FQQT\X TWLFSN_FYNTSX YT NSYJLWFYJ &. LT[JWSFSHJ JK*H
compliance structures.

G7 & UN Initiatives: Toward Coordinated Global Oversight

The G7 Hiroshima Process on Generative Al established a
comprehensive policy framework to address both the opportunities

and risks posed by generative Al. This effort led to the launch of
the —-NWTXMNRF &. S5WTHJXX -&.5 7idBebkiaryNSL +§
2025, introducing structured reporting expectations for advanced Al

systems and reinforcing global priorities around safety, transparency,
and accountability. Meanwhile, China’s proposal for a UN-centered
LQTGFQ &. LT[JWSFSHJ GTI® ZSIJWXHTWJX YMJ
TK IJ*SNSL NSYJWSFYNTSFQ &. XYFSIFWIX FSI
emerging among major powers.

Despite these efforts, global consensus remains limited, making
internal harmonization—rather than reliance on harmonized
regulations—the only pragmatic path for Global 1000 enterprises
operating across multiple jurisdictions.
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Glossary

&. &WYN*HNFQ .SYJQQNLJISHJ

Systems that perform tasks requiring
human-like intelligence, including prediction,
HQFXXN*HFYNTS
outputs

Al Governance

The decision rights, operating standards,
controls, and oversight mechanisms that ensure
Al use cases are scalable, trustworthy, and
aligned with enterprise objectives

Al Lifecycle

The end-to-end sequence of activities for Al
systems: data sourcing, development, training,
evaluation, deployment, monitoring, change
management, and retirement

Al Risk Tiering
& HQFXXN*HFYNTS FUUWTFHM

Behavior Card
A structured artifact for generative/foundation
models describing intended use, guardrails,

IJHNXNTS XZU khowv YailuFeSrioded SaddhpFoliibltpd

applications

Bias (in Al Systems)

Systematic performance differences across
populations or contexts that can lead to unfair
or harmful outcomes

Canary Testing

A controlled deployment technique where a new

model/version is exposed to a small subset

TK YWFK*H YT [FQNIFYJ XFKJY™ FSI UJWKT
before full rollout

Change-Management Governance
Formal re-review requirements triggered by
1natedal chiandgres-thld mbdel’s inputs, objectives,

(WNYNHFQ YMFY IJYJWRNSJX WchusIrhinms,Jproripts, ¥rwderlying data—

based on potential harm, autonomy, and
regulatory exposure

Audit Bundle

A deployment-ready, regulator- and audit-
friendly package that aggregates provenance
records, model documentation, approvals, test

preventing silent drift or unapproved updates

China National Al Standardization Framework

A state-led approach to Al governance in China,

emphasizing national Al standards, technical
XUJHN*HFYNTSX FSI HTSKTWRNY”" FXXJXX
across areas such as large language models,

WIXZQYX FSI HMFSLJ MNXYTW " agaritimFgoxednbHdd, *add RITis& valuation

version

Auditability

The ability to independently verify model
behavior, trace decisions, and reconstruct
system states reliably through logs,
documentation, and reproducible builds

pandcglobal.com

Cross-Functional Review / Ethics Review Board

(ERB)

& XYFSINSL LT[JWSFSHJ GTI® \NYM 1J*SJI
IJHNXNTS WNLMYX WNXP QJLFQ HTRUQN
UWTIZHY -7 ITRFNS JJUJWYX YMFY WJ[NJ
approves high-risk Al use cases
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Data Loss Prevention (DLP)

Controls that prevent sensitive data leakage
through detection, redaction, blocking, and
policy enforcement

Data Minimization
A governance principle requiring use of the

*ZWTUJFS :SNTS &WYN*HNFQ .SYJQQNLJSH
Al Act)

IMJI \TWQIcX *WXY HTRUWIMJISXN[J GNSIN
WILZQFYTW”A KWFRJI\TWP KTW FWYN*HNFQ
JXYFGQNXMNSL F WNXP GFXJlI HQFXXN*HF)
and enforceable obligations for high-risk Al

yste

S ms
XRFQQJIXY XZK*HNJSY IFYF XHTUJ KTW F 1J*SJI

purpose, reducing risk and unnecessary
retention

Data Provenance
End-to-end traceability of data origin, rights,

Explainability (Model Explainability)

The ability to provide understandable,

reviewable rationales for model behavior at both

XAXYJR LQTGFQ FSI IJHNXNTS QTHFQ Q.

YWEFSXKTWRFYNTSX FSI ZXFLJ FEXETaxod Patk EbBaN&Ilocat)S J

tuning, inference, and downstream consumption

Data Source Dossier (DSD)

A canonical record for every dataset used in

Al and analytics, capturing origin, acquisition
method, legal basis, jurisdictional constraints,
XISXNYN[NYN HQFXXN*HFYNTS
approved uses

Decision Rights

Clear ownership and accountability for who can
approve, deploy, override, or retire Al systems
and major changes

Differential Privacy

A technique that limits what can be inferred
about individuals in a dataset by injecting
calibrated noise or applying privacy-preserving
mechanisms

Drift (Data or Model Drift)

A shift in input data distributions or model
performance over time that can degrade
accuracy, safety, fairness, or reliability

Enterprise Al Inventory

A comprehensive register of Al models,
datasets, prompts, decision points, and vendor-
embedded systems, including shadow Al

pandcglobal.com

A structured set of interpretability artifacts

combining global behavior summaries with

IJHNXNTS QJ[JQ QTHFQ JJUQFSFYNTSX KT
review, and validation

Fairness Diagnostics

Wethod Sandl medriod/ usedtxX evaliiate whether
model outcomes create disparate impacts
across relevant cohorts or contexts

Fairness Assessment Report (FAR)

A formal evaluation documenting bias and
INXUFWFYJ NRUFHY YJXYNSL
limitations, and executive sign-off prior to

*SINSLX RN’

deployment

Feature Engineering

Transforming raw data into model-ready
variables/features used for training and
inference

Four-Eyes Review

A structured approval control requiring at

least two independent reviewers for training,

IJUQTARJSY TW RFYJWNFQ HTS*LZWFYNTS

G7 Hiroshima Al Process (HAIP)

A multilateral initiative launched by the G7 to
address the risks and opportunities of advanced
and generative Al
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Guardrails License and Consent Enforcement

Technical and operational constraints that Policy gates and automated controls that
WJIZHJ WNXP J L FUUWT[FQ L Ppieuedt urRalitBavized Wafd 8de if licensing
YMWIXMTQIX ZXFLJ UTQNHNJX tetid dorittact@ardstrictionsVoNa@rksent

enabling scalable Al deployment scope do not permit the intended purpose
Hiroshima Al Process Reporting Framework Lineage (Data and Model Lineage)

A structured reporting mechanism introduced Traceable links showing how data moves and
under the G7 Hiroshima Al Process, setting transforms through pipelines and how models
expectations for organizations developing or are built, versioned, and deployed

deploying advanced Al systems to document ) )
. ) Lineage Graph (Machine-Readable)
governance practices, risk controls, and safety i ]
A continuously updated mapping of data from

meastres source ingestion through transformation,
Human-in-the-Loop (HITL) training, deployment, and downstream

A governance control where humans review, consumption to enable root-cause analysis and
approve, override, or intervene in Al decisions, audit traceability

especially for high-impact contexts )
Local Explanation

Immutable Event Trails Decision-level rationale explaining why a model
Tamper-resistant logs capturing critical actions UWTIZHJI F XUJHN*H TZYUZY KTW F XUJHN
FHWTXX YMJ &. QNKJHAHQJ IFYF NSLIJXYNTS YWFNSNSL
Monitorin Dashboard
WZSX FUUWTI[FQX NSKJWJSHJ HFQQ T[JWWNIJIX YT
Operational visibility into model performance,
support evidentiary traceability
drift, fairness indicators, and safety violations,
Inference with embedded alert thresholds and escalation
The process of using a trained model to pathways

LISIWFYJ TZYUZYX UWJINHYNTSX HBFXXN*HFYNTSX
NIST Al Risk Management Framework (Al RMF)

[JHNXNTSX TW LIJSIWFYN[J WJIXUTSX

A risk management framework organized
production

around Govern, Map, Measure, and Manage
Interpretability to operationalize Al risk controls across the
A broader concept than explainability—how lifecycle

understandable the model is by design, L
OECD Al Principles

including whether the model family and . o
A set of intergovernmental principles

structure are inherently transparent i
promoting trustworthy, human-centered Al,

ISO/IEC 42001:2023 including transparency, robustness, fairness,
& HIWYN*FGQJ &. RFSFLJRJSY Xacxoudtbilkyy & 8 IfeMsive growth
providing structured requirements for governing

Al responsibly across organizations
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Operational Artifacts Systemic Event and Control Post-Mortem
Durable, inspectable governance deliverables Report (SEC Post-Mortem Report)

JL RTIJQ HFEWIX )8)X FZINY @3tBic@@Edincident report following material
IFXMGTFWIX YMFY RFPJ LT[JW Sr&El Jaille&dr visk eversQdbcumenting root
not just documented cause, lineage, business impact, corrective

actions, and preventative controls
5JWXTSFQQ” .IJSYN*FGQJ .SKTWRFYNTS 5..

Information that can identify an individual, Shadow Deployment
directly or indirectly, requiring heightened Running a new model in parallel to production
controls and safeguards without affecting live decisions, to evaluate

N . performance and risk before release
Prompt Injection / Jailbreak

Attempts to manipulate a generative model's Synthetic Data
behavior to bypass controls, reveal sensitive EWYN*HNFQQMN LISIWFYJI IFYF IJXNLSJI YT
data, or produce prohibited outputs statistical properties while reducing exposure to

) real sensitive data
Prompt Version Control

Treating prompts, system messages, and tool Time-To-Live (TTL)

HTS*LZWFYNTSX FX LT[JWSJI [JMr&dhiidd EonfFoX tkak ¥nforgeb automatic

ensure reproducibility and auditability for LLM expiration, deletion, or cryptographic erasure

deployments FKYJW F 1J*SJlI UJWNTI

Reproducibility (Model Reproducibility) Training Data

The ability to reconstruct the currently active Data used to build and tune models, including

model and its outputs using pinned data XZUJWI[NXJlI QFGJIQX [FQNIFYNTS XJYX FS

XSFUXMTYX HTIJ HTRRNYX HT StthingwWdfpord TS F S|

JSINWTSRJSY XUJHN*HFYNTSX
:SN*JI .SYIJWSFQ , T[JWSFSHJ +WFRJ\TWP

Rights & Restrictions Ledger (RRL) An enterprise-wide governance approach

A system-enforced ledger capturing licensing that imposes consistent controls across use
terms, consent scope, contractual obligations, cases and geographies rather than relying on
and prohibited uses integrated into pipelines to jurisdiction-by-jurisdiction compliance

prevent unauthorized use by default
Vendor-Embedded Al

Risk Register (Al Risk Register) Al systems embedded in third-party products

A structured record of Al risks, their severity, TW XIJW[NHJX YMFY NS+ZJSHJ JSYJWUWN X,
mitigations, owners, monitoring plans, and operations, customers, or employees and must

escalation paths be governed like internal systems
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About P&C Global

At P&C Global, we don't just deliver consulting—
we deliver transformation with guaranteed
outcomes, backed by our $250 billion in

annual client value creation, 95% Global 50
penetration, and 93% client referral rate that
validates our unique approach. Unlike traditional
consultancies that hand over recommendations,
we own the entire journey from boardroom
strategy to frontline implementation, leveraging
our 9,200+ experts across 40+ countries,
UWTUWNJYFW” ) RIYMTITQTLA
platform to ensure breakthrough results.

For over a decade, P&C Global has operated

at the intersection of enterprise Al innovation

and governance, enabling organizations to

IJUQT”N &. FY XHFQJ \NYM HTS*IJSHJ HTSY
and accountability. Our Al, Data & Cognitive

Sciences practice delivers end-to-end

capabilities spanning machine learning,

advanced analytics, natural language

processing, cognitive automation, and decision

intelligence, underpinned by enterprise-grade
FEYENWHWUNEIHYZWIX FSI TZW ;NXFLJO &.
Applied across complex, global operating

envirgnments glhg ;/(vork has contributed to

<SNYM T[JIW NSIN[NIZFQ HIWYN*HFYN

surpassing traditional consultancies including
2'"" *WRX TS YNRJ IJQN[JwWA
18,000+ engagements, industry-leading 97%
employee retention ensuring team continuity,
and billions of dollars in annual investment in
professional development, we bring stability,
expertise, and innovation that transforms
ambitious visions into measurable success.

As part of a conglomerate with deep operational
expertise across multiple industries, P&C

Global combines insider-operator perspective
with vendor independence—receiving zero
remuneration from third parties, our only
allegiance is to our clients’ strategic objectives—

market leadership.

[

\/

o
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making us not just your consultant, but your '
transformation partner for sustained / /

more than $35 billion in annual client value
creation. Governance is embedded by design,
FHWT XX -
through model transparency, explainability,

bias and fairness controls, lifecycle monitoring,
and audit-ready documentation aligned with
emerging global standards, ensuring Al systems

remain high-performing, defensible, and trusted.

]
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